


  

 
3. A hash signature is computed from the image. We 

use SHA-1 algorithm [3]. This algorithm produces a 
160 bits hash for any file (SHA signature). Probability 
of a repeated signature between different files is 
negligible. Any modification of the image will cause 
that signature will be different when checked. Least 
significant bit is not taken into the computation 
because it will be used later for the watermark. 

4. We ask the user to provide a valid digital certificate in 
.p12 format [4]. We will use the private key of that 
certificate to cipher the former hash signature (RSA 
algorithm [3], [5]1). This step authenticates the user 
and the image. 

5. Then the application communicates with our secure 
server and asks for a new cipher key. The server 
registers this operation (we know who authenticates 
documents, when, and from which IP address2) and 
generates a pair of public/private keys together with 
a code to identify them. Only the code and the public 
key are returned to the user application. In this case, 
the private/public key is generated to protect the 
signature information (to avoid anyone can read 
and/or check it). User gets the public key but private 
key is only given to authorized users. Server is also a 
Java application running on any internet machine. 
Communication with server is also secured via a 
symmetric encryption: RC4 [7].  

6. The encoded signature of step 4 and the user 
certificate are ciphered now using RSA and the 
public key of step 5. This step completes the 
information protection. A non authorized user neither 
can check the documents nor can extract user 
information. 

 
 

                                                           
1 RSA is an asymmetric encrypting scheme. Id EST: different 
keys are used for ciphering and deciphering. In this case, the 
private key (that belongs to user certificate and it is only 
known in the user side) is used for ciphering. Deciphering will 
be performed using the certificate public key (that it is known 
to anyone that receives the digital certificate). Deciphering will 
only be possible if the private/public key pair is consistent 
(RSA is designed in so manner that it is impossible to 
compute one of the keys although we have the other). This 
ciphering is in fact signing the SHA information so that we 
know that it was created by the user bearing the certificate. 
2 With this mechanism we will get a registry on users 
authenticating documents although we have not obliged them 
to register. 

 
7. Final encoded message (step 6) and the server code 

(which it is necessary at the server to locate the 
public/private key pair) are introduced into the image 
using simple watermarking. Id. EST: introducing the 
information in the least significant bit (LSB). This 
easy technique consists simply of writing information 
in the LSB. Perceptual characteristics of human 
vision (able only to distinguish about 60 gray levels) 
make that information in the LSB be only an invisible 
noise. 

 
Finally, user gets a regular image file (.png format) that 

can be sent to anyone that requires it3. 
 

 
Figure 1.- Authentication process. Least significant bit 
of the image is forced to zero before the SHA-1 
computation. 
 

 
Figure 2.- Final data frame to be inserted into the image 
(via watermarking). The flag indicates if the image was 
obtained from the scanner or if it was loaded by user 
(an option we decided to include). User has no control 
on this flag and scanned images are not accessible 
until they are watermarked. 

 

                                                           
3 Our software always generates .png files but these ones 
could be converted to any lossless image file format. Format 
has to be lossless so that watermark is not affected (for 
example, .jpg is not allowed). A very interesting format that is 
still not supported is .pdf which also allows authentication and 
digital signature. 



  

 

 

 
Figure 3.- An image and the eight bit planes from bit 7 
(most significant) to bit 0 (least significant). See that bit 
0 plane is practically a noise signal that can be 
modified with no perceptual effect. 

 
 

 

  
Figure 4.- Original image (left) and image with a 
message in the LSB (right). It is impossible for human 
eye to distinguish between them, what’s more: 
visually, it is also impossible to know that the right one 
contains a message (message is the word “MESSAGE” 
repeated 8 times). In a 512x480 image like this, we can 
save a message of 512x480=245760 bits 
(245760/8=30720 ASCII characters... ¡¡¡More than this 
paper!!!). 

 
 

B.  Verification Process 
 

Authorized users (document receivers) will use another 
Java application to check the authentication: verifying that 
scanned document is identical to the one that was presented 
to the scanner. The verification application will only be 
available to the authorized institutions. The processing is done 
inverting the previous process of authentication. Id EST: 

1. Reading the watermark: .image LSB is read to 
get information. At this point we have a code (from 
the authenticating server) and an encrypted 
message. 

2. Communicating to the server: the application has 
to give the code to the server in order to get a key 
(that is necessary for decrypting message). The 
server will search its database to retrieve the 
private key and will grant it only to authorized 
clients (communication again is encrypted via the 
RC4 algorithm). 

3. Deciphering the message: using the private key 
and RSA algorithm. At this point we will have 
access to the user certificate (so that we positively 
know who authenticated the message). We will 
also have access to the certificate public key. 

4. Checking the user digital signature: this consists 
simply of deciphering using the certificate public 
key (at this point we do not have access to private 
one). At this moment we have access to the image 
signature (SHA-1). 

5. Checking image signature: we re-compute the 
SHA signature and we compare it to the one 
obtained in step 4. If they are equal we will know 
that image was not modified after scanning and we 
also know who scanned it. 

 
Obviously if image was altered in any way (and at any time 

after scanning) this process will not succeed. 
 
 



  

 

 
Figure 5.- Verification process. 

 
 

C.  Security Analysis 
 
In this section we want to analyze system security. Id EST: 

thinking about possible attacks and study system robustness 
against them. 

 
To begin we must clarify that this system only guarantees 

that a scanned document is equal to that one presented to the 
scanner. If a good counterfeit is scanned, we will detect it as 
valid. This system tries to be a digital version of the registry 
stamp that many public administrations use to authenticate the 
physical documents received. 

 
Due to the use of a very simple (weak) watermarking 

technique, it is easy to destroy the information in the 

watermark (without affecting the perceptual information). 
Perhaps this is not the worst problem because probably there 
will be few users interested in erasing an authenticity stamp 
from their documents. A solution for this could be the use of 
stronger watermarks [7]. 

 
System is very strong in detecting document manipulations 

because any slight change will result in a modification of the 
image hash. With some manipulations, LSB watermark could 
be affected so that the entire information can get lost. In this 
case, we could not be able to retrieve the certificate and to 
know who authenticated the document (if the “server code” in 
figure 2 is correctly retrieved, we can identify the user). 

 
We have chosen a scheme where only authorized users are 

allowed to check an authenticated document. With other 
formats (like .pdf), any user can perform the authenticity test. 
If we wanted to make checking public, we could allow free 
access to the verification application at any moment. 

 
With respect to the used encryption algorithms, they are 

very secure (at least up to the moment as they use long keys 
and there are no known effective attacks. 

 

 
 
 

 
Figure 5.- Screenshot of the client application when authenticating a document. 

 



  

 
IV.  CONCLUSIONS 

 
We have implemented a system able to authenticate 

scanned documents where we guarantee not only 
authenticity but also who has scanned them. A registry of 
authenticated documents is created at a server. This system 
can be very useful for easing the bureaucratic processes 
allowing users to present physical documents on the 
internet. 

 
Although our system is fully functional nowadays, we have 

detected some interesting improvements. Future working 
lines could be these ones: 

- Generating other output formats, specially signed 
.pdf files because this format is on the way to 
become a standard in secure documents. 

- Reading multi-page documents using an automatic 
feeding scanner. In this case we should choose 
how we want the output: several image files, a 
multi-image file (.tif) or .pdf (which again becomes 
the most interesting format). 

- Using a stronger algorithm for image watermarking 
[7]. LSB watermarking works fine but more 
advanced method treat the problem as a digital 
transmission and can create watermarks that are 
resistant to image processing (like scaling, rotating, 
JPEG compression…). 

- Designing (or using) a hash algorithm that depends 
on image information, not on individual bits. With 
the described method, any bit change on an image 
makes the hash to change (re-scanning the image 
would yield a different hash). With image hashing 
[8], hash changes only when the image changes 
are “perceptually significant”. 
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